FINDINGS
Given today's technological advances in Cloud computing and data consolidation, DoD has the opportunity for significant positive impact on its core mission through IT modernization. This modernization should not be viewed as an end in itself, but as a means to a greater end of enhanced combat capability. Selected findings are listed below, with the complete findings listed in the accompanying presentation.
The Department's current information technology systems were built in a decentralized manner, resulting in a myriad of legacy infrastructure that is difficult to blueprint. The Department's FY12 budget for IT is $38.5 billion, $24 billion of which is dedicated to infrastructure alone. At best estimates, DoD controls over 772 data centers with operations at over 6,000 separate locations. The DoD IT enterprise serves over three million networked users on 70,000 servers and seven million IT devices. These devices run over 5,000 different applications. It is estimated that it currently takes 90,000 employees to accomplish daily operations and maintenance of the DoD IT enterprise. Currently, DoD is unable to audit specific spending on IT systems outside the IT budget, and as such, it is estimated that the actual amount spent on IT systems could be significantly greater than budgeted due to use of operations and maintenance funds at local levels to augment the formally budgeted allotment for IT. Also, this budget does not include IT purchased as part of major weapons systems, which is normally budgeted within each specific program.
The current IT enterprise, across the Services and Agencies of DoD, lacks common terminology, accounting transparency, and overall visibility. Similar to many private-sector network designs, DoD network capabilities were created out of necessity for specific, functional requirements. These designs filled, and are filling, needs of the warfighter. However, as seen in the private sector, there is a point where a system becomes resourceintensive both in manpower and maintenance.
The computer industry has made leaps in computing power and data storage which, along with increased bandwidth capability, allows for a change in the service delivery model for IT. The new model has been shown to provide benefits in both cost savings and operational agility in the private sector. Another benefit to the new model is increased visibility across the entire network.
Security is a primary concern with IT systems worldwide. There is growing consensus that not only are cloud-based systems likely to be more secure, but that the security of current non-cloud systems will decline rapidly over time. It will become harder and increasingly expensive to maintain and secure legacy systems. Consolidated data centers and properly designed cloud systems can be more secure due to the fact that there are fewer of them, and proportionally greater resources can be applied to them in order to increase redundancy and strengthen the ability to recover and reconstitute after a breach.
Despite human and institutional nature to resist change, many of the interviewees indicated wide support across DoD for DCC and Cloud computing initiatives. These initiatives would provide efficiency and capability benefits. The strategic question to answer is "At what level should the DoD optimize its IT modernization?" In response to this question, the Task Group identified five key recommendations. Service IT professionals will always have a responsibility to their respective Military Service, but they will also carry a responsibility to follow policy directives from DoD regarding adherence to a concept of operations, performance metrics, and established standards. This will result in a well-coordinated matrix-type organization for the implementation of the IT modernization effort.
RECOMMENDATIONS
3. Streamline legal and procurement authorities to address policy barriers. U.S. Code Title 10 prescribes responsibility for specific systems. However, those with responsibility must regard the overall interaction of their IT systems across the DoD enterprise when executing decisions based on their responsibility and coincident authority. Also, the current acquisition system sometimes cannot keep pace with software and hardware advances that occur over a period of weeks or even days. Provisions should be explored for rapid acquisition of IT systems that can be established as common solutions across the Military Services, Defense Agencies, and Combatant Commands.
4. Use a sequenced approach to Data Center Consolidation. Proper sequencing is vital to a favorable modernization and consolidation outcome. The first step is to normalize, standardize, and rationalize critical elements. This step will highlight the truly important and highly utilized IT systems. The second step is to prioritize around applications, then infrastructure, and then data and security. This step will form the backbone of the new architecture and establish the model for integration of systems. The third step is to set deadlines for the termination of legacy systems, personnel, and contractors. This step is important to effectively utilize resources and ensure a full transition to the modernized architecture. The fourth step is to launch Cloud pilot initiatives offering immediate user benefits. This step will entice those who have been apprehensive about the changes and create a "market pull" from users who want the enhanced capabilities and a more effective use of their resources. The fifth and final step is to accelerate the transition when the purpose and desired benefits are clear. This step will apply momentum to the transition and provide a point to validate the original concept of operation.
5. Utilize commercial business models to set targets and manage expectations. Data Center Consolidation and transition to Cloud computing will provide benefits, but applicable metrics must be established and tracked to ensure compliance with intended goals. Additionally, accurate accounting practices are necessary to track total cost savings and allow relocations to fund additional modernization efforts. This accountability will require a multi-year budget plan and require audit-level transparency. Successful private ventures have relied on the investment of at least some of the Staff optimization is another important consideration. Organizations that have already transitioned to Cloud systems have re-tasked their IT workforce. What used to be a 60% infrastructure support and a 40% programming and application workforce mix changed under a Cloud structure. Under the Cloud system, 40% of employees could handle the infrastructure support workload, allowing 60% to work on programming and applications. Training of these employees will be necessary during the transition but will generate value over time with introduction of enhanced capability from increased manpower focused on applications and software. Reality: Realistically, the data never goes to "one basket" Cloud provides greater insurance against critical failure risks
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Findings: Mission Effectiveness  Significant benefits came from unexpected areas -Increased speed of data to users; facilitated information sharing and collaboration -Greater enterprise understanding due to increased visibility across all operations -Staff productivity improvement due to shift of focus from infrastructure maintenance to applications development, support, and service  Large gains derived from change in personnel/staffing model -Staff can be where best talent resides; does not need to be location-specific -Fewer systems, networks, and enclaves require support -Allows significant reduction/redeployment of contractor staff  Current system hurts effective mission operations -Architecture makes it nearly impossible to share critical data on a timely basis -Proprietary systems and closed architecture make in-theater upgrades difficult -Lack of common standards make collaboration difficult -Lack of portable ID forces individuals to be "reinvented" with every change -Weak security creates need for more enclaves and dedicated networks Findings: Implementation -Change Management  Incentives around common goals are critical to changing behavior -Early successes were encouraged, visible, and rewarded -Applying some of savings to fund future upgrades delivered long-term buy-in -Emphasis on staff retraining rather than reduction created powerful motivator  Encourage pilot programs; don"t fight the entire system -Build on current initiatives as long as compatible with strategy and Concept of Operations (ConOps) -Create "user-pull" by moving desirable and "easy/safe" apps to Cloud first -Communicate benefits and value of the change (steady-state), not the process  Risk Management -Sequenced approach to migration will greatly reduce risk -Use commercially-proven technology where possible; avoid the "cutting edge" -Expertise and track record are key Owners must be willing to trade control for greater efficiency, lower costs, and increased effectiveness.  Failure to act decisively is a decision, and the wrong one -DoD initiatives are already underway; independent and uncoordinated actions will increase barriers to coordination and information sharing -Costs will skyrocket and service levels will decrease given need to maintain legacy systems; future rationalization will be harder and more expensive -Security will fall further behind, leaving entire IT network increasingly vulnerable -IT costs (given DoD "color of money") are a direct tradeoff with warfighter needs
